NFC Technology 


(Near Field Communication) 


NFC (Near Field Communication) is a reliable technology which can maximize user experience when 
efficiently integrated. 


Unfriendly experiences encountered by early implementers are easy to prevent if you know the right things to 
do. In that way, the NFC technology can unfold to its full potential for the user instead of discouraging 
them. 


Using NFC technology must offer benefits to the user, not discourage them from using it. 


What is NFC? 


Background on NFC Technology 


The NFC technology allows wireless communication between two NFC-compliant devices up to 10 
centimeters apart. 


Very convenient, this connection does not rely on Wi-Fi, 4G, LTE or similar technologies, and it doesn't cost 
anything to use: no need for the user to be skilled, does not need batteries, does no emit RF waves in the 
absence of a reader (it 1s a passive technology), NFC is within range everyone’s range thanks to the massive 
deployment of NFC in smartphones. 


The NFC Forum, the industry consortium promoting NFC and devices compliance, helps to ease and 
standardize NFC usage for consumers. 


According to the NFC Forum, at the beginning 2020, a quarter of the planet’s inhabitants — two billion 
people — had an NFC-enabled device. Approximately 64 NFC-enabled devices are produced every second. 
These devices are usually smartphones fitted with NFC technology. 
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Many sectors are using NFC 


This image below shows some of the many sectors using NFC technology and their applications. 
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NFC applications 


Giving life to a brand 


Bringing digital life to everyday consumer goods becomes possible when approaching an NFC-enabled 
smartphone to an NFC tag located on the product, and then opens a great world of possibilities: website, 
phone number, social media, loyalty, coupon delivery, deals, contest registration, product identification, etc. 


) 





The NFC technology can also be used to guarantee the integrity of products and authenticate their origin in 
applications and use cases including: 


e Consumer engagement 
e Brand protection 
e Anti-counterfeiting 


e Anti-theft 
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e Product identification 
e Access control 
e Asset tracking 


e Gaming 


What are the basics behind NFC technology? 





NFC technology is based on a near-touch or tap experience. 
> Read related page: NFC User Experience 


The user brings his smartphone close to the touchpoint which embeds the tag to trigger an action on the user’s 
smartphone. An NFC tag can automatically launch an application on the smartphone and often connects to the 
Internet for additional information via a mobile network or a local Wi-Fi. 
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1 - Search for the NFC tag 2 - Tap the tag 3 - Access the data 
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Typical steps for engaging with an NFC tag 


NFC operating modes 


Depending on the application, NFC technology has different modes of operation: 


e Reader mode 
e Card emulation mode 
e Peer-to-peer mode 


e Charging mode 
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Reader mode Card Emulation mode 
Reader/writer Tag/card Tag/card Reader/writer 


A) 


Tap & Pair 
Tap & Exchange 


Peer-to-peer mode Charging mode 


A 0F 


Reader/writer Watch, earphones... 





Tap & Exchange| Approach & charge 
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NFC User Experience 


Tips for a friendly user experience 





NFC is definitely a new technology which can contribute increasing your sales revenue by making your 
products more attractive. 


Beyond the actual integration of the touchpoint to your product and the implementation of NFC in your 
application, here are recommendations that can increase the chances of a successful NFC-enabled product 
launch: 


- Easy or light account registration 


NFC users expect instant tap connection / interaction with the item they now own. Adding mandatory lengthy 
registrations might be a showstopper for NFC technology adoption. 


Forcing users to start their NFC experience by registering their name and email has proven to negatively 
impact the user experience of NFC implementations. 


It is a good idea to let the user become familiar with your NFC application before asking them to create an 
account. 


Offering a social network login to sign into a website instead of having to create a new one can simplify the 
registration process. 


- Brand consistency across all product lines 


If you are going to develop several apps for your brand, but for different consumer products, it is a good idea 
to implement and add NFC connectivity in a consistent way. 
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Indeed, NFC being a relatively new technology to consumers, consistency on the following points can help: 


e NFC logo visibility, size, and location 
e Visual consistency between the NFC logo on the touchpoint and the NFC logo on the App 


e To some extent and when applicable app names 


- Speed 


Because NFC users expect instant interactions with their product, we have observed that associating it with 
applications using large images, requiring a lot of bandwidth to download could be counter-productive. 


Ensuring a higher page loading speed improves application performance and will enhance the NFC user 
experience. 


- Tag Reading feedback indicator 


Give the user an acknowledgement to notify when a tag has been read and when it is safe to remove the 
smartphone. 


In case of long data transfers, a progress indicator will help the user to be patient. 


Ready to Scan Reading... 





Example of feedback indicators on smartphone screen 


- Added value of the NFC App vs non-connected App 


While adding the NFC Technology is exciting, it is important to avoid the “what’s the point of tapping my 
phone on this NFC touchpoint?" effect. 
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So, it is important that after tapping on the NFC touchpoint, the consumer will find value in the content they 
are accessing. 


Globally, a closer intimacy with the product or with the brand will be seen as a benefit. Interactions can 
include activating the product warranty, verifying that the product is genuine, offering VIP access to a brand 
event, invitation to a private sales event, finding associated products, receiving discount coupons on refills, 
seeing a video describing the product fabrication process. 


If NFC comes with benefits for your customers, they will engage with your brand in an unprecedented way 
which will increase their loyalty and your brand’s reach. 


Test and integration 





NFC user experience depends on various parameters. 


To take these recommendations into account and avoid forgetting essential topics, a functional analysis with 
assessments at different stages of pre-deployment can assure a reliable and robust NFC ecosystem. 


The main goal of these tests is to verify the NFC tag is properly programmed and it can communicate with 
smartphones when it is placed on the final product without having any issue. 


> Read related page: NFC smartphones 


The complete ecosystem with mobile phones and tag must be checked before products are released on the 
market. 
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Checkpoints with prototypes along the development allow to verify how the “product” complies to your 
specification and expected performance level. 


The mobile phone is the cornerstone of the setup. Planning test sessions with a representative panel of 
smartphones will ensure that the NFC devices will work in all cases. 


To be relevant, these verification tests must be performed on the final product, with “in-situ” touch point 
operating volume measurement and data format behavior check. 


Education 
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Now that your final product, incorporating the NFC new functionality, is manufactured, tested and ready to be 
launched, it is the moment of truth: will consumers use and appreciate this novelty? 


To ensure that the NFC user experience will be optimum, it is useful to assist and accompany 
consumers using this new technology (in fact as any company would do when launching an innovative 
product). 


A well-educated consumer aware of the benefits of the NFC will be a happy and loyal consumer. 


An information campaign would allow the new user to discover the NFC technology: its ease of use and 
learning, its attractiveness, and its benefits. 


Education can be as simple as inserting a label in the product box or at the time of purchase, where the 
consumer can find basic explanations of how NFC works (gesture, touchpoint location, tap & connect key 
messages etc.). 
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Education can also be personal assistance, such as dedicated staff in shops, training, and advocating newbies. 


The panel of education possibilities is quite wide (videos, billboards, dedicated webpages on brand websites, 
web support, chat etc.), and is essential to ensure the best user experience, at least until NFC technology 
becomes more widely used. 


Also, users’ feedback about NFC usage, through questionnaire or survey, would help the improvement of the 
user experience all along the product launch. 
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Developing a successful NFC 
application 





Let's look at what are the key success factors on the side of the smartphone application and mobile ecosystem. 


Indeed, the experience users have with the NFC technology equally depends on the physical implementation 
(range, tag location, etc.) as well as with the software application. 


> Read related page: NFC User Experience 





NFC still being new to most consumers, they expect an instant “tap and connect” experience which also 
depends on the software implementation. 


NFC technology offers two different ways for you to strengthen the link with your consumers: 


Instant “Tap & Connect” 


a 
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You can leverage the use cases pre-defined by NFC Forum and built-in to NFC-enabled smartphones. Simply 
tapping to the tag will trigger a connection without having to download and install a mobile app. 


The underlying technology, NDEF (NFC Data Exchange) can be configured to be a URL, vCard, poster etc. 
With NDEF technology, typical uses cases include browsing to a website, calling or storing a phone number, 
saving a vCard also known as VCF (Virtual Contact File), using social media, etc. 


Moreover, a single NDEF configuration can be built with different several use cases, called records. Multiple 
records are not uniformly managed by all NFC smartphones, so to avoid an unfriendly experience, we 
recommend filling in the first record only. (We do not recommend using the multi-record NDEF function yet). 


Consumer Brand app 


For an enhanced consumer experience, you can decide to create your own mobile app (called also a native 
app), taking advantage of the benefits of NFC such as direct link to consumers. 


The mobile app lets you send proprietary commands to the tag, that only this tag can understand and reply to. 
In this case, NFC is an easy and fast way to communicate with the tag, allowing many different requests. 


Plenty of uses cases are then possible: reading or writing to a specific memory area of the tag, verifying a 
digital signature, encrypting data etc. 


Applications are then unlimited: product identification and authentication for brand protection, consumer 
engagement, anti-theft, asset tracking, and more. 


In addition to these 2 ways 


Web apps can be used to add NFC capability to your brand’s webpage: A web app is an NFC module 
embedded inside a webpage authorizing NFC instructions and avoiding having to develop a native application. 


ST does not recommend this way as it is still in an experimental phase (limited platform support, etc.). 


Another way to benefit from NFC technology on a mobile phone is by using App Clips. Before downloading 
an entire mobile app for 10S14 (and recent), the App Clip method allows the user to access to the app’s main 
function without fully installing it: light and fast, the user can then discover the app, without having to log on 
or create an account. Obviously, the user can still install the full app if he wants to. 
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Built-in 
(NDEF tag format 
needed) 


NFC native app 
(any tag data format) 


Download native app 


Just tap your phone 
and connect 





Launch app 


Internet Link (URL) 

Phone number 

Short message 

E-mail 

Point of interest (Map) 
Address 

Contact data 

Bluetooth pairing information 
Wi-Fi keys 


NDEF + proprietary 
application 





Unlimited perspectives 


App development 


needed 





Methods of data management using NFC 


instant “Tap & Connect” Brand native app 


Headline Instant connect Consumer intimacy 





No app development required Largest number of use cases 





Pros ; ; Being online not mandatory 
ES wihouk maraen Brand visibility (app installed on user's phone) 
Cons Limia and predefined usa Cases UNDEF OFM) Several steps a ga launch a ) 
Need to be online (URL) p 9 pp, PPs 


Updates require user action 


Instant “Tap & Connect” versus Brand native app 


The ST25TV series, as NFC Forum certified products, support all of the above methods, offering a wide range 
of implementation options. 


Moreover, if you select the instant “Tap & Connect” way, the ST25TV, thanks to its “Augmented NDEF” 
feature, enables the access to specific data without the need of a mobile app : tamper detection, tap counter or 
unique serial number of the chip are included in the NDEF URL that is natively decoded by your smartphone. 
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This way, the user will be able to easily identify and authenticate their product. 


Will you need Internet access? 


Advantages of network access: One of the strongest benefits of using a smartphone as an application 
platform is the ability to conveniently use it for a wide range of transactions using a single device. 


In the marketing campaign use case, NFC tags redirect the users towards web content through a network; most 
of the time the user will need some sort of network access. 


As examples, social networking, communicating with friends, sharing information, and gamification are 
aspects that also must be considered in your strategy. 


A digital signature tag allows applications to verify the authenticity of a product and to provide protection 
against counterfeiting throughout the supply chain. The process is based on interactions with a website host 
and therefore requires network access. 


ST25TV chips embed a dedicated feature, the TruST25 digital signature, that guarantees the integrity of 
products and authenticates their origin. 


What if there is no network data access? 





A 


Your NFC application can offer a wide variety of information without any network access but with the use of 
a native app. 


A product can be identified by just reading the tag, to check the origin and provide goods traceability. For 
instance, the tag can contain information on a bag design, how the brand only selects sustainable materials, and 
details on the exact factory where the goods were made. 


So even off-line, you can use NFC to provide consumers with information about your brand product such as: 
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e Traceability information 

e Check & update product history 

e Ingredients / materials (such as nutrition facts or potential allergens) 
e Brand contact information 

e Verify the product authenticity and origin 

e Activate voucher upon purchasing 

e Verify if the product has been tampered with 

e Call me / text me function for customer support 


e Personalize the tag 


ST offers a wide range of NFC tags with up to 8Kbyte of user memory, enabling users to store information 
for off-line access. 


Page 14 of 45 


NFC Technology In Smartphones 
& Mobile Devices 


The NFC Technology was first introduced into smartphones in September 2011 and is now widely integrated 
into most phones, whether they are iOS or Android based. 


An NFC-enabled smartphone uses an NFC controller chip connected to an NFC antenna. 


The controller chip can be defined as a specialized Central Processor Unit which accepts instructions provided 
by the application processor software and then processes those instructions to complete the NFC tag 
detection and/or reading NFC tag content. 


NFC 
Controller 


Application 
Processor 





Phone Touchpoint 
NFC-enabled smartphone diagram 


The NFC smartphone antenna can be positioned either on the top, middle, or bottom of the back side of the 
phone, and it is rarely indicated on the phone case. 


Recent smartphones tend to embed their NFC antenna at the top of the device. 


m = = 


NFC antenna can be on top, middle, or bottom of the NFC device 
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Touchpoint connection and smartphone interaction 


During an interaction, the tag’s antenna picks up both the necessary energy to operate and an external signal 
provided by the smartphone and activates the tag (NFC touchpoint) by means of electromagnetic 
induction between the two antennas. 


Thanks to a tiny embedded processing unit and some memory, the tag analyzes the query, processes it, and 
replies to the messages received from the smartphone. 
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Communication between smartphone and tag 
The communication range between the smartphone and a tag is in the order of a few centimeters. 


Among the five NFC Forum tag types, Type 5 tags (variant of the ISO/IEC 15693 vicinity standard) provide 
the best range of them all, as they have been defined to operate at the best possible distance. 


For the best NFC user experience, the use of Type 5 tags is strongly recommended. 


For brand recognition applications, ST recommends using the ST25TV, as an NFC Forum certified Type 5 
chip. 
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Smartphone NFC range 


So, what can you expect in terms of range? There are many smartphone models with the built-in NFC function, 
including premium smartphones and most of the mid-range models on both Android and iOS platforms. 


Different smartphones have different NFC reading areas and ranges. This is due to the following factors: 
e Antenna positioning 
e Antenna size and quality 


e Effect of nearby components 


e Different power levels 


The best position for a smartphone to read an NFC tag is different from one model to the next. Different 
smartphones with the same applications may exhibit distinct behavior and performance levels. 


NFC smartphone scanning delay 


Even when NFC is enabled, a phone is not continuously checking for nearby NFC tags. Instead, it checks 
periodically if there are any NFC tags nearby waiting to be read. 


This is not related to the tag technology but inherent to each and every single phone; there are no rules, the 
checking interval depends on several different factors including manufacturer preferences, operating system, 
power settings, other background applications taking up processor time, and many more. 
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Read range differences from various smartphones 
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The NFC implementation is smartphone-dependent and can be very different from one device to the other. 
This has a direct impact on the user experience. 


What kind of information can be exchanged? 


NFC tags can contain two different types of data: 


NDEF format (NFC Data Exchange Format) 


The first type of data is called NDEF (NFC Data Exchange Format) information, as normalized by the NFC 
Forum. NDEF formatted content is fully managed by NFC smartphones and can trigger a dedicated response 
from smartphones such as launching a browser to open a specific web page (URL), calling or texting a given 
telephone number, or adding a new contact to the phone’s directory. 


Proprietary with dedicated content formatting 


The second type is proprietary with dedicated content formatting, which in this case would require a dedicated 
mobile app to interact with the tag. 


For example, if the tag embeds a NDEF-coded URL, the smartphone will automatically open a web browser to 
the target webpage. In case of a tag with proprietary commands, an NFC mobile application is needed to take 
best advantage of all tag features. 


Page 18 of 45 





NFC Touchpoints 


The touchpoint embeds an NFC tag that consists of a small system on a chip (Integrated Circuit) and 
an antenna placed behind a printed icon or sticker for communication with the smartphone. 


NFC Tags and chips 


The two components, the NFC chip and antenna, work together to form a self-contained functional 
device. 


Chip 





a ee 





Antenna 


NFC Tag components 


Different tags may use different types of chips. A chip is tuned for a specific application, it can differ 
by its memory capacity and its compliance to a given specification. 


For instance, STMicroelectronics’ portfolio includes NFC chips dedicated to ticketing (ST251B) and 
traceability (ST25TV) as well as others dedicated to wireless pairing or brand recognition 
(ST25TA and ST25TV). 





The assembly of an integrated circuit and an NFC antenna makes the touchpoint different from 
traditional labels or stickers and may require special attention. 


The ST25 series offers a wide range of NFC RFID tags and chips, that can be assembled in labels, 
stickers or in specific packages. Tags can be ultra-thin, waterproof and/or shock resistant in order to 
be aesthetically and easily integrated in product shape such as a garment, bottle, or key fob, for 
instance. 
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The NEC chip itself embeds specific features dedicated to NFC applications. The ST25T series 
proposes various features (TruS125 digital signature, passwords, and a robust memory up to 
64Kbits) that improve brand interest for consumer engagement applications. 


The touchpoint contains an NFC tag and is what is added onto the consumer product. 


NFC touchpoints 








NFC touchpoints on consumer products 


Recommendations for the physical implementation of 
an NFC touchpoint 


NFC technology offers you a unique opportunity to develop interactive and dynamic mobile 
applications to enhance the user experience. 


Here are some recommendations to consider as you start your NFC project. 
An NFC Forum certified tag Integrated Circuit (IC or chip) 


First of all, the foundation of a good NFC user experience is to use tags which are certified by 
the NFC Forum. 
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This will ensure consistency of behavior across NFC implementations and sets the foundation 
for interoperability with NFC smartphones, but also with NFC readers which are used to program 
the tags in production. 


The certification programs verify the tag’s responses to all sorts of phone commands and requests 
(“digital”), and also checks the operating volume of the tag (“analog”). 


Moreover NFC-enabled smartphones supporting NFC are NFC Forum certified, so using a tag AND 
a reader that are NFC Forum certified guarantees interoperability. 
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List of NFC Forum certified chips from STMicroelectronics 


STMicroelectronics offers a number of different certified tag ICs offering many options in terms of 
memory size and features. 
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Selecting an NFC “Type 5” tag 





) 





The NFC Forum defines 5 types of tags, but not all of them have the same performance level. 


The technology used in NFC Type 5 tags complies with the [SO/IEC15693 standard as opposed to 
other types which are based on ISO/IEC 14443 technology. Thanks to a high-power reader 
infrastructure where high data rates are important, ISO/IEC 14443 based solutions are mainly used 
for transportation, contactless payment, passports etc. 


The ISO/IEC 15693 technology used in NFC Type 5 tags was developed to ensure the best range 
for NFC phones and RFID readers. As these tags need less energy to be activated, they are 
detected “earlier” by smartphones which is definitely a plus in terms of user experience. 


Note that for the same operating volume as with NFC Tag Types 1 to 4, Type 5 tags will enable you 
to design smaller sized antennas. 


Near Field Communication 








Type 5 





Type 5 tags enable smaller antennas size 
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With Type 5 tags, the rule of thumb for estimating the operating range is that it is approximately the 
same size as the reader's antenna. 


Rule of thumb: 
Type 5 range =Reader’s antenna size 





Rule of thumb 


Then knowing that industrial RFID readers can offer large antennas such as gate or portal readers, 
the range can go up to around 1 or 11/2 meters between two gates. 


This uniquely enables you to combine asset tracking in your factory and enhanced user experience 
with consumers. 







1 meter 
few feet 


RFID / NFC from factory to consumer channel 
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The touchpoint look and feel 


The first step is to determine how users will identify the product supporting the NFC technology and 
where the touchpoint is located. As NFC operates within a few centimeters this is quite important. 


Avoiding confusion between touchpoint and information label 


It is a good idea to add an informative label to your NFC-enabled products to explain to consumers 
how to use this newly available technology. 


But one should pay attention to not confuse consumers who might not end-up knowing where to tap 
their NFC phone (on the label or on the product?) 





Illustrating confusion: is the NFC tag on the product or on the product label? 


Visual identification of the touchpoint 


One option is to use the NFC Forum logo and locate it at the exact position over the tag. 


The “N-mark” logo is the recognized international NFC symbol recommended by the NFC Forum, 
the association driving the NFC ecosystem. 


NFC 


The use of the NFC Forum logo is free-of-charge but requires you to accept their N-Mark Trademark 
License Agreement * for a consistent user experience. 
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If the NFC Forum logo does not correspond to your communication graphics, another idea is 
creating your own logo, suggesting a short-range wireless communication. 


Using generic wireless communication pictograms is another good way to indicate the location of the 
touchpoint. 


Ã AD 


Determining the optimum touchpoint position on the product 


The touchpoint position is where the NFC tag will be located on the product. 


To read the tag, the user must be able to place their smartphone within a certain area around the 
tag; this is known as the operating volume. 


The user must have free access to the touchpoint’s operating volume. 
The above-mentioned operating volumes are defined with NFC Forum reference readers. 


In practice, tags will operate with a wide range of NFC phones with each having different ranges and 
characteristics. As such, it is recommended to follow these guidelines. 
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Operating 
volume 


Reference marker 


Operating Volume (mm) 





NFC Forum operating volume specification 


Defining the best touchpoint antenna size 


The operating volume is a key factor of the NFC user experience, and as such it should not be 
compromised. 


For that, you need to ensure that the operating volume is as large as possible to help the user 
easily interact with the touchpoint. With a large operating volume, the transaction can start earlier 
and saves time for the user. 


Using NFC certified tags to ensures the best interoperability and maximum operating volume is also 
going to contribute to offering a good user experience. 


In many cases in consumer product implementations, the NFC tag antenna is tailored and 
personalized to the application to fit the product and the brand marketing guidelines. In that case, do 
not compromise on the tag size, use the space available for the antenna as much as possible. 


There is no absolute rule in terms of operating volume for a good user-experience. But based on 
field tests from early adopters, a basic recommendation is to design your tag antenna such as to 
ensure a 2cm reading distance between NFC smartphones and your in-situ tag. 
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Finding the best antenna position for transactions 


When the smartphone and the touchpoint (tag) are brought close together, both antennas must be 
face to face for an efficient transaction. 


The position of the NFC tag must be carefully chosen to ensure the shortest distance between the 
touchpoint and the smartphone for best performance. 


A concave design such as the surface of a bottle increases the overall distance between the 
smartphone and touchpoint. 





Bad bottle touchpoint position Good bottle touchpoint position 


Bad and good touchpoint locations examples 


A flatter surface reduces the distance between the tag and smartphone antennas. This provides a 


better user experience: 


Concave design, larger distance Convex surface, shorter distance 


Distance difference depending on the surface design 
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Placing the tag on a convex surface is better because the phone can get closer to tag. Using a 
concave surface Is less effective as the additional gap keeps the phone further from the tag, making 
it more difficult to establish a connection. 


Evaluating the impact of the environment on the touchpoint 
performance 


NFC technology works with many types of material, such as plastic, liquids, fabric, glass, wood, 
paper, and cardboard, as well as metal under certain conditions. 


The following material may impact the touchpoint performance: 
e Metal: the quality of NFC transactions may be affected by nearby metal surfaces which will 
distort the magnetic RF communications. To avoid this, it is best to choose a tag with a ferrite 


protection layer (see figure below) 


e Glass and liquids, to a lesser extent, may also reduce the NFC range 


Metal 


Ferrite 


Inlay (chip + antenna) 


Sticker film 


Example of a sticker tag with ferrite to allow communication on metal parts 


Because the touchpoint is made of an integrated circuit (IC) attached to an antenna. Which has its 
own mechanical constraints, the following environmental factors can damage the tag: 


e Mechanical pressure applied on the tag 
e Extreme folding or bending of the tag 
e Extreme operating temperature, and temperature cycles (washing machine like) 


e Other environmental factors such as extreme humidity 
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You might be surprised during your design to discover that a tag might behave differently in “free 
air’ as opposed to “in-situ”, i.e. final tag attached to your product. 


So, when you evaluate your NFC touchpoint performance, always do it under “in-situ” conditions. 


Intermediate testing of your NFC touchpoint and smartphones 


Your NFC tag is now designed, you chose a large enough antenna to allow the best possible 
performance, selected the optimal location of the touchpoint but there is one more thing which needs 
to be done: testing your implementation with a large panel of phones, and under in-situ conditions. 


The key points of this real-life operating distance assessment are: 


e Focus on tag detection (for instance using tags with a basic URL programmed) 
e Use the actual final product and final touchpoint (material, geometry) 
e Use various phone makes and models 


To illustrate this, here is an example of range measurements for a given tag with various phones. 


Huawei iPhone XS iPhone X iPhone 8+ 


Galaxy S9+ | Mate10 Pro i0S12 Say S10 OS i0S11.2 





Reading distance (mm) with ST25DV04K (PCB antenna 20 30 
class 6) | 


Page 29 of 45 





What is an NFC Chip? 





A Near-Field Communication chip (NFC chip or NFC chipset) is a silicon component or Integrated Circuit 
(IC) that can be used in different ways, depending on the targeted application. 


When connected to an appropriate antenna, an NFC chip enables short-range, wireless communication 
between two devices. This provides an additional layer of security, as only devices within close proximity of 
each other can communicate via NFC. 


For instance, NFC can allow contactless communication between: 


e A payment card and a payment terminal. 
e Two electronic devices. 


e Asmartphone and a consumer product. 
The NFC chips embedded in each component of the system make the wireless communication possible. For 
example, an NFC chip can be embedded in a banking card and a payment terminal, or in a passport, where it is 
used to store biometric data. 
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How does an NFC chip work? 


An NFC communication system includes two separate parts: an NFC reader chip and an NFC tag. The NFC 
reader chip is the active part of the system, because as its name suggests, it “reads” (or processes) the 
information before triggering a specific response. It provides power and sends NFC commands to the passive 
part of the system, the NFC tag. 


NFC technology is frequently used in public transport, where users can pay using their NFC-enabled ticket or 
smartphone. In this example, the NFC reader chip would be embedded in the bus payment terminal, and the 
NFC passive tag would be in the ticket (or the smartphone) that receives and replies to the NFC commands 
sent by the terminal. 


There are three types of NFC chips: NFC readers, NFC tags, and NFC controller chips. 


The NFC reader chip 


An NFC reader chip can be considered as the main controller of the communication system, as it initiates 
the communication, powers up the NFC tag, and sends commands through the magnetic field to the passive 
tag. An NFC reader can also be called an NFC writer, because of its ability to write data into the NFC tag. 


Usually, combined with a microcontroller, the NFC reader chip powers up and exchanges information with one 
or more NFC tags. Supporting multiple RF protocols and features, an NFC reader chip can be used in three 
different modes: Read/Write, Peer to Peer (P2P), and Card Emulation. 


Reader mode Card Emulation mode 
Reader/writer Tag/card Tag/card Reader/writer 


) 


Tap & Pair 
Tap & Exchange 


Peer-to-peer mode Charging mode 


Reader/writer Watch, earphones... 





Tap & Exchange| Approach & charge 
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NFC readers chips are often embedded in smartphones, payment terminals, ticket machines, car door handles, 
car center consoles, or as part of a broader payment system, such as an automotive or transport application, or 
a gaming device. 


For example, if an NFC reader is embedded in a door handle, the door can be unlocked when the authorized 
NFC-enabled smartphone is brought in close proximity of the door handle. 





The NFC tag chip 


An NFC tag chip is a passive device: embedded in an antenna, it is powered by the magnetic field generated by 
the NFC reader (for example, a smartphone). 


An NFC tag responds to specific NFC instructions. For instance, it can reply to an instruction such as “Read 
command” by displaying its memory content. It can also embed specific features to enable password 
protection, authentication, or tamper detection, provided these functionalities are pre-integrated in the tag chip. 


NFC tag chips are often implemented in the following applications as NFC Touchpoints for: 


e Consumer engagement 
e Authentication 

e Access control 

e Asset tracking 

e Home automation 

e Metering 


e Lighting 
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NFC chips can be directly mounted on a plastic film or a textile to form an NFC tag. They can also be housed 
in a plastic package for mounting on a Printed Circuit Board (PCB). 


There are two types of NFC tags: single-interface and dual-interface NFC chips. 


Single-interface NFC chip 


A single-interface NFC chip is a passive device embedded in an NFC tag, which only communicates with the 
other part of the NFC system, the NFC reader. Once it is activated by the NFC reader, the single-interface NFC 
chip enables the exchange of data between the tag and the reader, when they are brought in close proximity. 


NFC is the only wireless technology that can be used to interact with NFC tags. Their small size allows them 
to be easily integrated in space-constrained objects, such as stickers, labels, key fobs, and more. 


In addition to their ability to read and write data, some NFC chips also support specific features, such as 
tamper detection mechanisms and digital signature, which are suitable for identification and authentication 
applications. 


For example, when an NFC-enabled smartphone is brought within reading distance of a wine bottle that 
embeds an NFC tag in its cork, the NFC reader can verify the origin of the tag and detect if the bottle has 
been opened, thereby ensuring the product’s integrity. 
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Dual-interface NFC chip 


A dual-interface tag, also called an NFC Dynamic Tag, is coupled with a microcontroller through a wired 
interface (I2C for example), thereby offering a second communication interface in addition to the NFC 
wireless link. 


An NFC Dynamic Tag chip enables two-way, wireless communication between two electronic systems, 
even when no power is supplied to the object carrying the NFC Dynamic Tag. 


An NFC Dynamic Tag acts as a bridge between two electronic systems and is able to: 


e exchange data 


e harvest energy from the NFC RF field to power up a microcontroller 
For example, when an NFC-enabled smartphone is brought within reading distance of an electronic device 
(such as a Bluetooth™ LE headset), the BLE pairing is automatically performed without any additional user 
operation. The NFC reader (smartphone) detects the NFC Dynamic tag embedded in the headset and recovers 
the information that enables the BLE pairing. 





NFC Dynamic Tags can also be used to monitor the condition of goods. For example, an RFID- or NFC- 
enabled smartphone can read the information embedded in the NFC tag of a washing machine, such as the 
details concerning the condition of the appliance, including fault diagnostics. Since many smartphones 
nowadays offer NFC connectivity, NFC Dynamic Tags can be used by consumer brands to send customers 
information about their acquired products via a mobile application, thereby increasing their NFC user 
experience. 
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For specific applications such as lighting or motor control, NFC Dynamic Tags can be designed without being 
coupled with a microcontroller. In this case, the Pulse-Width Modulation interface embedded in the Dynamic 
Tag allows users to configure LED drivers in the production phase or during maintenance. 





NFC Controller chip 


An NFC controller chip combines both an NFC reader and an NFC tag for an integrated solution. It is often 
embedded in NFC-enabled devices such as: 


e Smartphones 

e Mobile Point of Sales (POS) 

e E-wallet applications (banking cards, bus tickets, health cards, loyalty card, etc.) 
e Digital Car Keys 


e Wireless charging devices 
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An NFC controller chip ensure secure transactions, thanks to the presence of a secure element or a SIM card, 
and runs in card emulation mode, which means it acts as a contactless smart card. 


NFC Controller 
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NFC for wireless charging 


With the rising popularity and adoption of NFC technology, its application areas are expanding 
and reaching markets beyond payment, access control, and consumer electronics. 

End users can now benefit from innovative applications thanks to NFC, such as device pairing, 
authentication, and parameter setting, thereby improving product user experience and 
convenience. Taking a new turn, NFC technology is now enabling wireless charging. 





Standardized by the NFC Forum, NFC wireless charging technology brings the advantage and 
convenience of not having to use physical plugs for charging devices. 


Up to now, only technologies relying on big antenna dimensions with simple geometries enabled 
wireless charging in very few product segments in the consumer industry. These technical 
constraints limited the application areas of wireless charging technologies, which therefore could 
not be implemented in small devices with low power requirements, like earbuds and fitness 
trackers 


ST’s NFC wireless charging solution allows device makers to overcome these challenges: by 
offering minimal requirements in terms of system size and the possibility to use flexible, 
bendable antenna PCBs, ST’s NFC solution can be used to power up small and battery- 
powered devices 
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Tiny dimensions 





Flexible antenna design 





Multiple NFC use cases 





Cost efficient 


Wireless charging with NFC can be enabled in existing products that already embed this 
technology, allowing device makers to streamline the electronic and mechanical design of 
existing products and save BOM costs. Device makers can simply configure their device settings 
and define NFC as the primary means to charge their device. 
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Wireless charging with NFC also brings about additional flexibility and convenience for end 
users, as it allows consumers to use their smartphone as a back up to charge other NFC-enabled, 
connected devices, such as wireless earbuds if they run low on power. 





NFC charging: the tiniest solution for wireless charging 


Discover how the ST25 NFC wireless charging solution can improve product design and user! 
experience. 


Target applications 


Wireless charging technologies have been around for several years. Many of them are 
proprietary, offer no interoperability, and target devices with high power requirements and 
therefore big antenna sizes and an extensive BOM. 


Implemented in smartphones, tablets, and other bigger-sized products, the wireless charging 
technology based on the Qi standard is one of the most popular in the field. Antenna geometries 
with dimensions of 10 cm? and above allow power transfers up to 45 Watts. 


With antenna dimensions of around one cm? and below, NFC wireless charging technology 
targets a different set of products. It offers easy integration while providing the right power 
level for small, battery-operated applications, such as earbuds, fitness trackers, and other 
wearables and IoT products. 
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Antenna footprint 


20 cm? 





10 cm? 


NFC charging N NFC 


FORUM 
Up to 1 W 


1 cm? 





0.1 W 1W Power 


Enabling NFC wireless charging with ST25 readers and tags 


NFC wireless charging relies on a charging transmitter, also called a “Poller” in the NFC Forum 
specification, and a power receiver, also called a “Listener”. The Poller and Listener are an 
integral part of the NFC charging system to provide an optimized and efficient power transfer. 





EJ 5 
= K- Ez ~ 
MCU 


Product 
Electronics 


Charging transmitter (Poller) Charging receiver (Listener) 
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Compliant with the NFC Forum specification for wireless charging, ST’s ST25R NFC readers 
and ST25DV-I2C NFC tags enable the design of NFC wireless charging solutions. Integrated 
with additional ST components, such as an STM32 microcontroller, these ST25 readers and tags 
allow you to design a complete NFC wireless solution. 


NFC Wireless charging in your charging device 


The ST25R3916 NFC reader provides you with the right toolset and performance features to 
develop a wireless charger that transmits power. 


Charging transmitter (WLC-Poller) 


N 
N 
e 





T 


Product type Role Key Features 


High output power (1.6W), 
Active wave-shaping, Noise 

ST25R3916 NFC Reader Transmitter (Poller) suppression receiver, Dynamic 
power output, Capacitive 
wake-up 


NFC Wireless charging in your product to charge 


The ST25DV-I2C dynamic tag can be used to implement the Listener and be integrated in end 
devices to receive power. The dynamic tag acts as data receiver and communication interface to 
the MCU on one side; on the other side it is responsible for sending charging control instructions 
to the poller (charging transmitter). 
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Charging receiver (WLC-Listener) => 


Battery Charger 
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NFC / RFID 


Near-field communication (NFC) is a technology used to provide short-range wireless 
connectivity to carry two-way interactions between electronic devices. It is a flavor of 
RFID (radio-frequency identification), but it additionally has a specific set of standards 
including ISO/IEC 14443 and ISO/IEC 15693 to ensure interoperability of NFC-enabled 
equipment. NFC uses inductive coupling between two devices and operates at 

13.56... Read more 


13.56 MHz 
electromagnetic field 


NFC/RFID tags 
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NFC/RFID Tags & Readers solution 
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NFC Reader + MCU NFC Dynamic Tags + MCU 
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NFC Reader + MCU NFC Dynamic Tags with PWM outputs 
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Wireless Connectivity 


Whatever the nature or purpose of a network, there’s a wireless connectivity technology 
— most often a standard — that is optimized to fit the specific range, energy per bit and 
bandwidth requirements. With the growing importance of wireless sensor networks and 
even more broadly the Internet of Things concept, there's virtually no electronic system 
that does not require wireless... Read more 

60 GHz Contactless 


Unlicensed 60 GHz RF millimeter-wave V band opens new opportunities for short-range 
contactless connectivity in terms of very low-power but relatively high multi-Gigabit... 


802.15.4 OpenThread 


IEEE 802.15.4 is a technical standard — maintained by the IEEE 802.15 working group — 
that defines the physical layer and media access control (MAC) specifications for... 


Bluetooth Low Energy 


Bluetooth wireless connectivity technology is based on the IEEE 802.15 standard 
managed by the Bluetooth Special Interest Group (SIG) that is in charge of defining 
and... 


GNSS/GPS 


Localization of assets, goods or vehicles as well as people or animals based on a global 
navigation satellite system (GNSS) is enabling a large variety of services including... 


ISM Radio SubGHz 
The portion of the Industrial, Scientific and Medical (ISM) unlicensed frequency bands 


below 1 GHz is widely used to implement wireless communication networks in 
industrial... 


LoRa 
LoRa® is a wireless communication technology developed to create the low-power, 


wide-area networks (LPWANSs) required for machine-to-machine (M2M) and Internet 
of... 
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LTE: Cat M1 and NBIoT 


Narrowband loT (NB-loT or LTE Cat NB1) is a low-power wide-area network (LPWAN) 
radio technology standard developed to enable a wide range of devices and services... 


NFC / RFID 


Near-field communication (NFC) is a technology used to provide short-range wireless 
connectivity to carry two-way interactions between electronic devices. It is a flavor of... 


Sigfox 


Sigfox wireless connectivity employs a proprietary technology which uses the 868 MHz 
(Europe) and 902 MHz (US) frequencies in the Industrial, Scientific and Medical... 


WM-BUS 


The Wireless M-Bus — or Wireless Meter Bus — is an open standard developed for very 
power efficient smart metering and Advanced Metering Infrastructure (AMI) 
applications... 


ZigBee 


Zigbee® is an IEEE 802.15.4-based wireless protocol designed by the Zigbee Alliance. 
Zigbee is a reliable, low-power and interoperable protocol that shows high... 
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